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Creating a Secure Base in a Virtual World

Shavlik Technologies has developed a way to patch all virtual machines, even
those that are offline. This ensures that offline virtual images can be in a constant
state of readiness to be deployed. Shavlik is the only vendor capable of doing
this, and it's a huge benefit to their customers. For example, many enterprises
intentionally have a significant number of virtual machines offline at given
periods. One such usage is to increase overall uptime and high availability. Virtual
machines have made it much easier for organizations to have redundant machines
for peak processing periods, or to be used during maintenance, or for hot standby
machines in case of a server failure. However, it's time consuming and difficult
operationally to bring these offline machines online just for patch management.
Shavlik customers have the benefit of being able to perform full vulnerability
management, including patching, for all of their virtual machines, even those that
are offline. IT and security staff can quickly verify and report that 100% of the
organization’s vulnerable machines — physical, virtual, and offline -- have received

a specific critical patch and are protected.

Since offline machines can remain offline while they are being patched, another
plus for Shavlik customers is improved security. Offline machines don’t have to be

on the network and thus at risk to the very vulnerability they are being patched for.

Furthermore, this feature allows the window of vulnerability to be significantly
reduced. For example, some critical patches should be applied immediately,
but require a system reboot. For operational reasons it may be difficult for an
organization to shut down a server to apply the patch, so they remain operating
with the vulnerability until they can address it. However, with the ability to utilize
virtual redundant servers protected by Shavlik, the organization can immediately
patch an offline standby server, and bring it online as the production server. This
gives the organization near immediate protection from the vulnerability without
having to dispend service. The primary server, can now also be safely patched

while offline and not vulnerable to attack.
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Summary Conclusions

It's clear that virtualization, although a relatively new trend, is seeing explosive
adoption rates. The benefits of virtualization that are driving this strong trend are
not limited to just operational savings, but with the right security infrastructure,

include a number of security dividends as well.

While it's true that implementing virtualization without proper security actually
increases an organization’s vulnerabilities, it's also true that when properly
safeguarded with Shavlik’s agentless solutions and their unique ability to secure

offline virtual servers, an organization can experience an improved level of security.

Shavlik's agentless approach, and unique capability of patching offline virtual

servers and machines gives organizations several benefits, including:

> Proactively engaging in a continuous and ongoing process to provide

vulnerability and patch management for virtual machines.
> Quick and automatic discovery of new virtual machines, even before they
come online.
»  Scanning of existing and new virtual machines for vulnerabilities. Report
shortcomings and, if desired, automatically remediate them.
> Patch virtual machines while they are offline, and not subject to attack
»  Allow organizations to respond immediately to critical vulnerabilities that
require rebooting.
Shavlik's powerful technologies and features for securing virtual machines make it
possible for organizations to experience all of the above, and many more benefits.
Being able to achieve this without deploying agents makes it possible from both
a cost and IT resource perspective, to effectively and efficiently respond to the
significant increase in the total number of logical servers and devices caused by

the implementation and growth of virtual machines.

The myth that virtual machines can't be adequately patched is just that...a myth.
With Shavlik not only can they be efficiently patched and managed, virtual
machines can experience greater security and advantages than their physical

counterpa rts.
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